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1. PREAMBLE  

1.1 The IP Act requires Agencies – including QM – to prepare and publish a data breach policy.  

2. PURPOSE  

2.1 The Data Breach Policy and Procedure (this Policy and Procedure) describes how QM 

manages and responds to Eligible Data Breaches.  

2.2 This Policy and Procedure is guided by the IP Act and the QPPs. 

3. SCOPE  

3.1 This Policy and Procedure applies to all Data Breaches involving Personal Information, 

whether contained in physical or electronic records, that are in the possession, or under the 

control of QM.  

3.2 A Data Breach may also constitute a Security Incident. In such cases, QM will manage the 

Data Breach in accordance with both this Policy and Procedure and QM282 Information 

Security Policy.  

3.3 This Policy and Procedure does not address general privacy management practices, which 

are outlined in QM301 Privacy Policy.  

4. OUR POLICY STATEMENT  

4.1 QM recognises the importance of privacy and acknowledges the concerns of individuals 

regarding the security and confidentiality of their Personal Information.  

4.2 QM is committed to managing Personal Information lawfully, fairly and responsibly in 

accordance with the IP Act, QPPs and QM301 Privacy Policy.  

4.3 QM uses secure systems to hold Personal Information and is committed to implementing 

robust security measures described in QM282 Information Security Policy and QM097 

Records and Information Governance Policy to safeguard Personal Information against 

unauthorised access, disclosure, loss or misuse.   

4.4 QM is dedicated to escalating, containing, and assessing Data Breaches to minimise harm 

and ensure compliance with relevant legislation.  

4.5 QM is committed to respecting, protecting and promoting human rights. Under the HR Act 

QM has an obligation to act and make decisions in a way that is compatible with human 

rights and, when making a decision, to give proper consideration to human rights. The 

rights set out in the HR Act include a right to privacy. When escalating, containing, and 
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assessing Data Breaches, QM will ensure that its actions and decisions respect and uphold 

human rights, including the right to privacy, while balancing the need to mitigate harm and 

comply with legal obligations. 

5. DEFINITIONS  

5.1 For ease of identification, all defined words and acronyms in this Policy and Procedure are 

capitalised.  

5.2 Words in the singular include the plural and vice versa. 

Word or acronym  Meaning (in this Policy)  

Agency  a Minister, a department, a local government or a public 
authority, including any board, council, committee, 
subcommittee or other body established by the government to 
assist or perform functions connected with it    

Board  Board of QM    

CEO Chief Executive Officer, QM  

Data Breach as described at section 6.1 of this Policy and Procedure.  

DIS  Digital Information Services team, QM  

Eligible Data Breach  as described at section 6.2 of this Policy and Procedure  

HR Act  Human Rights Act 2019 (Qld) 

Intranet  a local, private network used to share information among QM 
Employees   

IP Act  Information Privacy Act 2009 (Qld) 

Personal Information information or an opinion about an identified person or a person 
who is reasonably identifiable from the information or opinion—  

• whether the information or opinion is true or not; and  

• whether the information or opinion is recorded in a 
material form or not  

Portfolio  a collection of programs and functions within QM managed by a 
member of the Executive Leadership Team 

Privacy Officer  Content Owner of this Policy  

QM  Queensland Museum, a statutory body whose existence, 
functions and powers are set out in the Act 

QM Employee  permanent, fixed-term temporary and casual employees of QM 
(including those engaged via an agency) 

QPPs  Queensland Privacy Principles, as set out in the IP Act  

Security Incident  an event or series of events that compromise confidentiality, 
integrity, or availability of information or information systems.  A 
Data Breach may also constitute a Security Incident.   

The Act  Queensland Museum Act 1970 (Qld)  

https://www.legislation.qld.gov.au/view/whole/html/asmade/act-2019-005
https://www.legislation.qld.gov.au/view/pdf/inforce/current/act-2009-014
https://www.legislation.qld.gov.au/view/html/inforce/current/act-1970-008
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6. POLICY  

6.1 What is a Data Breach?  

6.1.1 A Data Breach occurs when information held by QM is:  

a) accessed or disclosed without proper authorisation; or   

b) lost, and unauthorised access or disclosure is likely to occur. 

6.1.2 Unauthorised access or disclosure means the information is accessed or shared 

without proper permission, authority, licence, or legitimate purpose – whether 

intentionally or unintentionally.  

6.1.3 Unauthorised access or disclosure can happen: 

a) within QM e.g., if a QM Employee browses QM records relating to a 

family member, a neighbour, or a celebrity without a legitimate 

purpose. 

b) between QM and other Agencies e.g., if QM provides lawful access 

to our information for a joint project and an officer from another 

Agency uses the information for something other than the project. 

c) externally e.g., if our information held in a database is compromised 

during a cyberattack and accessed by a malicious third party / threat 

actor. 

6.1.4 Access and disclosure are not mutually exclusive events. This means they can 

occur together or separately. For example: 

a) someone might gain unauthorised access to information without 

sharing it (access without disclosure). 

b) information might be shared with someone who never directly 

accessed it themselves (disclosure without access). 

c) both access and disclosure can occur at the same time (e.g., a hacker 

accessing a database and sharing the data publicly). 

6.1.5 Information is considered lost if QM no longer has possession or control of it, 

whether the loss is accidental or deliberate.  

6.1.6 A loss of information constitutes a Data Breach if it is likely to result in 

unauthorised access or disclosure. 

6.2 Eligible Data Breach 

6.2.1 A Data Breach is considered an Eligible Data Breach if:  

a) it involves Personal Information; and  

b) there are reasonable grounds to believe that the Data Breach will 

result in or is likely to result in serious harm to a person or persons to 

whom the Personal Information relates. 

6.2.2 Serious harm goes beyond irritation, annoyance, or inconvenience. It must 

involve real and substantial detrimental effect to a person, such as serious 

physical, psychological, emotional, or financial harm; or serious harm to the 

person’s reputation.  

6.2.3 Examples of serious harms include: 

a) identity theft. 
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b) financial loss. 

c) threats to personal safety. 

d) loss of business or employment opportunities. 

e) humiliation and embarrassment. 

f) damage to reputation or relationships. 

g) discrimination, bullying, or other forms of disadvantage or exclusion. 

6.2.4 When assessing the likelihood of serious harm, QM will consider the following 

factors:   

a) the type of Personal Information involved.  

b) the sensitivity of the Personal Information. 

c) whether the Personal Information was protected by security 

measures, and the likelihood these measures could be compromised.  

d) who has obtained, or could obtain, the information.  

e) the nature of the harm likely to result.  

6.2.5 QM may also consider: 

a) how long the Personal Information was exposed or accessible. 

b) whether the person affected is particularly vulnerable or susceptible to 

harm.  

c) the circumstances of the breach.  

d) actions taken by QM to reduce the risk of harm.  

6.3 Obligations  

6.3.1 If QM knows or reasonably suspects that a Data Breach is an Eligible Data 

Breach, it must: 

a) immediately take all reasonable steps to contain the breach and 

mitigate any harm caused; and 

b) as soon as practicable, notify the Information Commissioner, the 

affected person and the Board unless an exemption applies. 

6.3.2 If QM is uncertain whether a Data Breach qualifies as an Eligible Data Breach, 

QM will assess the situation within 30 days to determine if there are reasonable 

grounds to believe it meets the criteria. During this assessment period, QM will 

implement interim measures to mitigate potential harm and protect the affected 

person. 

6.3.3 If QM becomes aware that an Eligible Data Breach may impact another 

government agency, QM must notify that agency. 

7. HOW TO ESCALATE, CONTAIN AND ASSESS DATA BREACHES  

7.1 QM will respond to Data Breaches on a case-by-case basis to address the specific 

circumstances of each incident.  

7.2 As a general guide, QM’s strategy for responding to Data Breaches will include the 

following steps: 

a) Step 1: Escalate  
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b) Step 2: Contain and mitigate  

c) Step 3: Assess the likelihood of serious harm  

d) Step 4: Notification  

e) Step 5: Implement preventative actions to minimise the likelihood of a 

reoccurrence. 

7.3 Step 1: Report   

7.3.1 QM Employees must report Data Breaches to their line manager and the Privacy 

Officer.  

7.3.2 External entities, including Agencies, third parties, or members of the public can 

report a Data Breach by contacting the Privacy Officer: 

Telephone: +61(7) 3153 3000 

 

Email:  rtiprivacy@qm.qld.gov.au 

 

Post:  Privacy Officer 

Queensland Museum  

PO Box 3300  

South Brisbane BC Qld 4101 

7.3.3 To ensure prompt and appropriate attention, reports should include: 

a) a description of the Personal Information involved;  

b) the circumstances surrounding the breach; and  

c) contact information for ongoing communication.  

7.3.4 QM may liaise with the person submitting the report to provide additional 

information if necessary.  

7.4 Step 2: Contain and mitigate  

7.4.1 QM must take immediate steps to limit the extent and duration of the Data 

Breach and reduce its potential harm. This may include:   

a) recovering the information, if possible.  

b) securing, restricting access to, or shutting down breached systems. 

c) suspending the activity that caused the Data Breach. 

d) revoking or changing access codes or passwords. 

7.4.2 To determine the appropriate containment or mitigation actions, QM may 

consider the following questions:  

a) what caused the Data Breach, and can interim controls be 

implemented? 

b) does QM need to engage with Agencies, third parties or service 

providers to investigate and resolve? 

c) can the information be recovered? 

d) can the person who received the information in error be contacted? 

e) can the breached system be shut down? 
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7.5 Step 3: Assess the likelihood of serious harm  

7.5.1 QM must assess the Data Breach to determine: 

a) if it is an Eligible Data Breach. 

b) the extent of the risk and likelihood of serious harm.  

c) the likely consequences.  

7.5.2 As part of this assessment, QM may consider:  

a) whether Personal Information was part of the Data Breach, and if so, 

the type of Personal Information involved. 

b) who is potentially affected. 

c) the cause. 

d) whether QM should consult internal or external subject matter 

experts. 

e) the likelihood of serious harm to the affected peoples.  

f) steps to minimise or prevent potential harm.  

g) whether QM is required to notify anyone or should do so voluntarily.  

h) whether any exemptions to notification apply under the IP Act. 

7.5.3 This assessment must be completed within 30 days of QM becoming aware of 

the Data Breach. If additional time is required, QM may reasonably extend this 

timeframe. 

7.6 Step 4: Notification   

7.6.1 If QM determines that a Data Breach is an Eligible Data Breach, QM must, as 

soon as practicable, notify the Information Commissioner; the affected person; 

and the Board unless an exemption applies.  

7.6.2 Exemptions to notification apply in the following circumstances:   

a) notification would prejudice legal proceedings or investigations. 

b) another Agency involved in the breach has already fulfilled the 

notification and response requirements. 

c) remedial action has been taken to prevent serious harm before it 

occurs. 

d) compliance would conflict with legislation, compromise safety, worsen 

cybersecurity, or lead to further breaches. 

7.6.3 Notifications will be written in plain language to ensure accessibility and 

understanding.  They will include the following information:    

a) Identification of QM and any other Agencies affected or on whose 

behalf QM is reporting   

b) the QM contact (usually the Privacy Officer) for further information.  

c) the date the Eligible Data Breach occurred, how it occurred, and a 

description of the type of Eligible Data Breach (e.g., access, 

disclosure, loss). 

d) the period of time during which access to, or disclosure of, the 

Personal Information occurred. 
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e) a description of the types of Personal Information impacted. 

f) steps QM has taken or will take to contain the Eligible Data Breach 

and mitigate the harm to the affected person.  

g) steps QM recommends affected the person take in response. 

h) the number of people impacted, including the number of people at 

likely risk of serious harm. 

i) the number of people being notified; and  

j) for notifications to the Information Commissioner: whether affected 

person have been informed of their right to make a privacy complaint 

to QM; or  

k) for notifications to affected person: how to make a privacy complaint 

to QM.  

7.6.4 If QM becomes aware that the Eligible Data Breach may affect another Agency, 

QM must give written notice to that Agency, advising:     

a) the QM contact (usually the Privacy Officer) for further information   

b) the date the Eligible Data Breach occurred, how the Eligible Data 

Breach occurred, and a description of the type of Eligible Data 

Breach(e.g., access, disclosure, loss);  

c) a description of the types of Personal Information impacted; and   

d) steps QM has taken or will take to contain the breach and mitigate the 

harm to affected person.  

7.6.5 QM may notify other entities of the Eligible Data Breach if warranted.  

7.6.6 QM may voluntarily notify the affected person or the Information Commissioner 

of a Data Breach that does not meet the threshold for an Eligible Data Breach if 

doing so is deemed to be in the best interests of the affected person or to protect 

QM’s reputation. The Board will be informed of such voluntary notifications.  

7.7 Step 5: Implement preventative actions to minimise the likelihood of a reoccurrence 

7.7.1 QM aims to learn from Data Breaches to minimise the risk of similar incidents 

occurring in the future.  

7.7.2 To prevent future Data Breaches, QM may complete training and breach 

response drills that consider:  

a) the root cause of the Data Breach; 

b) if existing policies and processes can be updated to address identified 

weaknesses; 

c) whether the internal register of Eligible Data Breaches highlights any 

recurring issues; and 

d) if QM should adopt any of the interim containment or mitigation 

actions implemented during the response on a permanent basis.    

7.7.3 Following an Eligible Data Breach, QM will review this Policy and Procedure to 

identify any necessary updates or improvements.  
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8. Roles and responsibilities  

8.1 The designated roles and responsibilities for managing Data Breaches are described in 

table one, below. 

Table 1: Roles and Responsibilities 

Role  Responsibilities  

QM Employees 

 

• escalate and report Data Breaches to their line manager; the 

Privacy Officer; and DIS.  

• comply with QM097 Records and Information Governance 

Policy, QM282 Information Security Policy and QM301 

Queensland Privacy Principles Privacy Policy.  

Portfolio impacted 

by a Data Breach 

• collaborate with the Privacy Officer and others as required to 

contain and mitigate the Data Breach.  

• provide information to assess and report on the Data Breach.  

• implement recommended prevention methods.  

Privacy Officer  

 

• receive reports of Data Breaches from QM Employees; 

Agencies; third parties; or members of the public. 

• escalate Data Breaches that are or may be considered Security 

Incidents to DIS for action in accordance with QM282 

Information Security Policy .  

• lead collaboration with the relevant Portfolio, DIS and other 

stakeholders as required to develop, implement and review 

containment and mitigation actions; and preventative actions to 

minimise the likelihood of a reoccurrence 

• assess the Data Breach to determine if it qualifies as an 

Eligible Data Breach.  

• make recommendations to the CEO regarding necessary 

notifications and/or applicable exemptions for an Eligible Data 

Breach, while acknowledging that the CEO retains final 

decision-making authority.  

• coordinate reporting and communication of Eligible Data 

Breaches to the Information Commissioner; affected person; 

the Board; and other relevant stakeholders, as required.  

• maintain an internal register of Eligible Data Breaches. 

• monitor compliance with this Policy and Procedure across QM  

• ensure the currency and relevancy of this Policy and Procedure 

by reviewing and updating it, as necessary.  

DIS • receive reports of Data Breaches that are or may be 

considered Security Incidents from the Privacy Officer and 

manage in accordance with QM282 Information Security 

Policy ensuring appropriate actions are taken to address risks 

to information systems.  

• support the Privacy Officer in developing and implementing 

containment and mitigation actions to address Data Breaches, 
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Role  Responsibilities  

particularly those also categorised as Security Incidents, and 

minimise harm.  

• collaborate with the Privacy Officer and other stakeholders to 

identify lessons learned from Security Incidents and Data 

Breaches. 

• contribute to the development of preventative measures to 

reduce the likelihood of future incidents. 

CEO • foster a culture of awareness and accountability across QM 

regarding the identification, management, and prevention of 

Data Breaches. 

• determine whether a Data Breach qualifies as an Eligible Data 

Breach taking into account the recommendations from the 

Privacy Officer. 

• decide whether notifications to other Agencies, entities, or 

individuals are warranted, considering the specific 

circumstances of the Data Breach and recommendations from 

the Privacy Officer. 

• ensure Eligible Data Breaches are reported to the Information 

Commissioner; affected person; the Board; and others, as 

required. 

• provide the necessary resources and support to QM 

Employees to enable them to fulfill their responsibilities under 

this Policy and Procedure. 

9. APPLICATION OF THIS POLICY AND PROCEDURE  

9.1 This Policy and Procedure applies to: 

a) all QM Employees;   

b) QM volunteers, honoraries, students and interns;  

c) contractors or consultants representing, or operating on behalf of, QM;  

d) Board members; and  

e) anyone who works in any other capacity for QM 

9.2 The Privacy Officer monitors compliance with this Policy. 

9.3 Instances where non-compliance is identified will include remedial action (such as training) 

and may be reported to the CEO.  

9.4 Instances of demonstrated non-compliance may result in disciplinary action. 

10. SUPPORT AVAILABLE TO QM EMPLOYEES 

10.1 The ‘Privacy’ section of the Intranet provides a range of templates and guides for dealing 

with privacy matters.  

10.2 The Office of the Information Commissioner has a range of practical resources and 

templates available on their website www.oic.qld.gov.au. 

http://www.oic.qld.gov.au/
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11. RECORD KEEPING, STORAGE AND SECURITY  

11.1 The Privacy Officer will maintain an internal register of any Eligible Data Breaches in 

accordance with the IP Act. 

11.2 QM will keep records relating to Data Breaches and Eligible Data Breaches, consistent with 

our obligations to maintain public records in accordance with the Public Records Act 2023 

(Qld).  

12. POLICY AND PROCEDURE BASIS  

Information Privacy Act 2009 (Qld) 

Human Rights Act 2019 (Qld)  

Queensland Museum Act 1970 (Qld)  

Right to Information Act (Qld)  

13. ASSOCIATED DOCUMENTS  

QM301 Privacy Policy  

and other associated documents referenced in this Policy and Procedure.  

14. CONTROLLED DOCUMENT HISTORY  

Version  Date  Amendment  

1.0 2025-08-28 First iteration   

15. AUTHORISATION  

Approved by Dr Jim Thompson  

Title Chief Executive Officer  

Instrument  ELT Meeting – 9 September 2025 

Approval date 2025-09-09 

16. MORE INFORMATION   

Content Owner  Head, Office of the CEO  

Office of the CEO   

Queensland Museum  

17. REVIEW PROCESS  

17.1 This Policy and Procedure will be reviewed at least every three years, following a Data 

Breach, and at other times if any significant new information, legislative or organisational 

change warrants an earlier review.  

Once printed this is no longer a controlled document. 

https://www.legislation.qld.gov.au/view/whole/html/asmade/act-2023-033
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