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1.0 PREAMBLE

20

3.0

4.0

1.1 The IP Act and its QPPs set the rules for how Queensland government agencies —
including QM — handle Personal Information.

1.2 These rules include a requirement, under QPP 1, that every agency have a QPP
Privacy Policy.

PURPOSE

2.1 The Queensland Privacy Principles Privacy Policy (this Policy) describes how QM
manages Personal Information.

2.2 It sets out:
a) the types of Personal Information QM collects and holds;
b) how QM collects and stores Personal Information;
C) why QM collects, uses, and shares Personal Information; and

d) how an individual can make a complaint if they believe QM has mishandled their
Personal Information, and how QM will deal with that complaint.

2.3 This Palicy is guided by the IP Act and the QPPs.
SCOPE

3.1 This Policy applies to all Personal Information that QM collects, stores, uses, manages,
and discloses in carrying out its operations.

OUR POLICY STATEMENT
4.1 QM recognises the importance of privacy and acknowledges individuals’ concerns about

the security and confidentiality of their Personal Information.

4.2 QM recognises its responsibility to individuals whose Personal Information it holds and
is committed to managing that information lawfully, fairly and responsibly in accordance
with the IP Act and QPPs. This includes respecting individual’s rights to access and
correct their Personal Information.
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4.3 QM collects, stores, uses, and discloses Personal Information only where necessary to
perform its statutory functions or meet legal obligations. Any request for Personal
Information will clearly state the purpose and lawful basis for the request.

4.4 QM takes reasonable steps to ensure that Personal Information is accurate, up to date,
complete, and protected from misuse, loss, and unauthorised access, modification, or
disclosure, and maintains appropriate security for both digital and physical records.

4.5 QM is committed to respecting, protecting and promoting human rights. Under the HR
Act QM has an obligation to act and make decisions in a way that is compatible with
human rights and, when making a decision, to give proper consideration to human
rights. The rights set out in the HR Act include a right to privacy. When carrying out its
statutory functions, including meeting our obligations under the IP Act, QM will consider,
and act compatibly with, human rights including this right to privacy.

DEFINITIONS

5.1 For ease of identification, all defined words and acronyms in this Policy are capitalised.

Word or acronym

Meaning (in this Policy)

Ancestral Human Remains

as defined in QM422 Ancestral Human Remains, Secret Sacred
(Restricted) Material, Burial Goods, Sensitive Material, Private
Material and Surrendered Material Management and Repatriation
Policy

Board Board of the QM

CAA Corporate Administration Agency, a Queensland Government
agency that provides specialist shared corporate services to QM

CEO Chief Executive Officer, QM

Child an individual who is under 18 years

Cookies small pieces of information (text) that a website can transfer to an
individual’s computer hard drive for record keeping Cookies can
reside on an individual’'s machine for a fixed period of time or
expire at the end of an Internet session

eFile QM’s electronic document recordkeeping management system

First Nations Cultural
Material

objects of cultural significance to First Nations peoples

HR Act Human Rights Act 2019 (Qld)

Intranet a local, private network used to share information among QM
Employees

IP Act Information Privacy Act 2009 (QId)

oIC Office of the Information Commissioner
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Word or acronym

Meaning (in this Policy)

Parent

e the mother or father of a Child; or

¢ an individual who exercises parental responsibility for the
Child, including a person who is granted guardianship of
the Child under the Child Protection Act 1999 (Qld) or who
otherwise exercises parental responsibility for the Child
under a decision or order of a federal court or a court of a
State; or

e a Parent of an Aboriginal Child or Torres Strait Islander
Child who is regarded as a Parent of the Child under
Aboriginal tradition or Torres Strait Islander custom

A person standing in the place of a Parent of a Child on a
temporary basis is not regarded as the Parent of the Child

Personal Information

information or an opinion about an identified individual or an
individual who is reasonably identifiable from the information or
opinion—

e whether the information or opinion is true or not; and
e whether the information or opinion is recorded in a material

form or not

Privacy Officer the Content Owner of this Policy

QM Queensland Museum, a statutory body whose existence, functions
and powers are set out in the Act

QM Employee permanent, fixed-term temporary and casual employees of QM
(including those engaged via an agency)

QPP Queensland Privacy Principles, as described in the IP Act

RTI Act Right to Information Act (Qld)

Secret Sacred (Restricted)
Material

as defined in QM422 Ancestral Human Remains, Secret Sacred
(Restricted) Material, Burial Goods, Sensitive Material, Private
Material and Surrendered Material Management and Repatriation
Policy

Sensitive Information

for an individual, means the following —

e information or an opinion that is also Personal Information
about the individual’s:

— racial or ethnic origin; or

— political opinions; or

— membership of a political association; or

— religious beliefs or affiliations; or

— philosophical beliefs; or

— membership of a professional or trade association; or
— membership of a trade union; or

— sexual orientation or practices; or

— criminal record;

e health information about an individual; or
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Word or acronym

Meaning (in this Policy)

e genetic information about an individual that is not
otherwise health information; or

e biometric information that is to be used for the purpose of
automated biometric verification or biometric identification;
or

e biometric templates

State Collection

the social history artefacts, cultural objects, natural history
specimens and geological specimens cared for by QM

The Act

Queensland Museum Act 1970 (Old)

Unsolicited Personal
Information

Personal Information received by QM that was not actively
requested or sought, including information provided voluntarily or
inadvertently by an individual or a third party

6.0 POLICY

6.1 Why Personal Information is collected

6.1.1

6.1.2

6.1.3

QM collects Personal Information as necessary to perform its statutory
functions.

These functions include preserving, researching, and communicating
Queensland’s cultural and natural heritage such as:

a)

b)

c)

d)

)

managing the State Collection;

conducting evidence-based scientific, cultural, and historical
research;

engaging diverse audiences through exhibitions, programs and
major events;

delivering the ‘Ask an Expert’ enquiry service;

providing professional museum services to regional and community-

based collecting institutions;

caring for and repatriating Ancestral Human Remains, Secret
Sacred (Restricted) Material and First Nations Cultural Material in
accordance with community protocols;

delivering teacher professional development and curriculum-linked
learning resources.

QM also collects Personal Information to meet legal obligations and to
support its corporate and administrative functions, including accounts
payable/receivable; professional development; human resource

management, recruitment; website-based interactions, and meetings with QM

employees and/or Board members.
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6.2 How Personal Information is collected

6.2.1 The types of Personal Information QM collects directly from individuals may
include names, contact details, and information relating to their interactions
with QM.

6.2.2 Personal Information may be collected in writing or by recording information
provided verbally.

6.2.3 QM collects this information directly from individuals, from representatives
acting on behalf of individuals, from third parties, and through interactions
with QM’s websites, online forms or social media platforms.

6.2.4 QM may collect Personal Information in a range of contexts, including when
an individual:

a) purchases a ticket to an exhibition, program or major event;

b) requests information or assistance by calling one of our museums or
accessing the ‘Ask an Expert’ service;

c) donates an object or specimen to the State Collection;

d) surrenders Ancestral Human Remains, Secret Sacred (Restricted)
Material or First Nations Cultural Material to QM under the Aboriginal
Cultural Heritage Act 2003 (Qld) or Torres Strait Islander Cultural
Heritage Act 2003 (Qld);

e) seeks the repatriation of Ancestral Human Remains, Secret Sacred
(Restricted) Material or First Nations Cultural Material held in the
care of QM;

f) makes a philanthropic donation;
g) lodges a complaint; or
h) notifies QM of a data breach.

6.2.5 QM generally collects Sensitive Information directly from the individual it
relates to, with their consent, or otherwise in accordance with its obligations
under the IP Act.

6.3 Notification

6.3.1  When collecting Personal Information, QM will take reasonable steps to
advise the individual:

a) why the information is being collected;

b) the circumstances of the collection;

c) the consequences of not providing the information;
d) any law that allows the information to be collected;

e) where the information may be disclosed, to whom, and whether the
recipients are likely to be located outside Australia
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f) how to access or correct Personal Information held by QM
g) how to make a privacy complaint to QM.

6.3.2 This information is usually contained in a collection notice either in writing
(e.g., on a form) or in audio format (e.g., a recorded message).

6.3.3 A sample collection notice is provided at Appendix A.

6.4 Types of Personal Information collected

6.4.1 QM may collect and hold a range of Personal Information, including Sensitive
Information.

6.4.2 Examples include:

a) ldentity and contact details: name; date of birth; sex and gender
identity; contact details (e.g., street/postal/email address and/or
telephone number); identity documents (e.g., driver’s licence,
passport); Aboriginal and/or Torres Strait Islander status.

b) Personal circumstances: marital/parental status; next of kin.

c) Employment and professional background: occupation; employment
history; education; resume; referee report(s); licences, industry
accreditations and certifications.

d) Financial and administrative information: tax file number; bank
account and credit card details; household income.

e) Health and background checks: medical, injury, or health
information; criminal and disciplinary history.
6.5 Use and disclosure

6.5.1 QM will use and disclose Personal Information primarily for the purpose it was
collected.

6.5.2 QM may also use or disclose Personal Information for secondary or
alternative purposes permitted under the IP Act, including when:

a) the individual has provided consent, either expressly or impliedly

b) the use or disclosure would reasonably be expected for a related
purpose — or, in the case of Sensitive Information, a directly related
secondary purpose.

c) required or authorised by law or for law enforcement purposes
d) required for limited research purposes in the public interest

e) the Australian Security Intelligence Organisation has asked for the
information to perform its functions

f) a permitted general situation exists such as lessening or preventing
a serious threat to life, health or safety of an individual or the public,
or to locate a missing person.
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Before using or disclosing Personal Information, QM will:

a) take reasonable steps to verify its accuracy, currency and
completeness, having regard to its intended purpose

b) use or disclose only the information relevant to the function or
activity.

Generally, QM uses and discloses Personal Information for:

a) Audience insights and programming: identify audiences;
understand audience needs; determine visitor satisfaction rates.

b) Corporate and administrative management: accounts payable
and receivable; analytics, reporting, and business improvement
activities; schedule meetings; inform reporting.

c) Collection management: determine the provenance and
significance of objects or specimens in the State Collection

d) Repatriation: determine identity and kinship, particularly as it relates
to Ancestral (Human) Remains, Secret Sacred (Restricted) Material
and First Nations Cultural Material.

e) Service delivery and engagement: provide goods and services;
respond to complaints and enquiries (e.g., the ‘Ask and Expert’
service); issue invitations; acknowledge donors.

f)  Workforce management: recruit and employ staff.

QM uses social media platforms, including Facebook, Instagram, YouTube,
and LinkedIn, to communicate with the public. When individuals interact with
QM through these platforms, QM collects any Personal Information provided
in the communication. Each platform has its own privacy policy

6.6 Cookies and website analytics

6.6.1

6.6.2

6.6.3

QM uses Cookies to collect anonymous statistical information about website
visitors, including:

a) browser, computer platform, and screen resolution

b) website traffic patterns, such as the date and time of visit, the pages
and documents assessed, and the referring website

c) IP addresses.

QM does not identify individual users or track browser activity outside its
websites, except where authorised or required by law (for example, if a law
enforcement agency presents a valid warrant).

QM uses analytics services, such as Google Analytics (including advertising
features) to gather anonymous information about website usage. When an
individual visits a QM webpage, their browser may automatically send
information to Google, including the web address of the page visited, the IP
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address, and demographic details. Google may also use Cookies to collect
this information. Further information about how Google uses data is available
on the Google website. Individuals may ‘opt out’ of Google Analytics or
Google Analytics Display Advertiser Features.

Anonymous data collected through Cookies and analytics is used to analyse
website usage patterns, improve website functionality, and enhance the user
experience.

QM'’s internet service provider and authorised ICT personnel may monitor
email traffic for system troubleshooting and maintenance purposes only. QM
uses content-filtering software to block inappropriate material. Where a
message is blocked, the system generates an automatic notification to the
sender, including the sender’s email address.

Portions of QM’s websites transmit information securely across the internet;
however, no system can guarantee absolute security. QM will notify
individuals where Personal Information is not transmitted securely.

QM websites may contain links to external websites. QM is not responsible
for the privacy practices, security measures, or content of external websites.

6.7 Disclosure outside Australia

6.7.1

6.7.2

6.7.3

6.7.4

QM may disclose Personal Information outside Australia when necessary to
perform its statutory functions, for example:

a) responding to research inquiries from overseas,
b) engaging with prospective QM Employees residing abroad, or
¢) managing complaints from individuals located outside Australia.

When an individual communicates with QM via a social media platform, the
social media provider and its partners may collect and hold the individual's
Personal Information in jurisdictions outside of Australia.

QM may use third party providers, such as Survey Monkey, to conduct
voluntary surveys. Participation is voluntary and may involve collection,
disclosure and/or holding of participants’ Personal Information to entities
outside of Australia.

Disclosure of Personal Information outside Australia, will generally occur only:
a) with the individual’'s agreement;
b) where QM is authorised or required by law; or

c) otherwise consistently with obligations under the IP Act.

6.8 Data Breaches

6.8.1

A data breach means either:

a) unauthorised access to, or unauthorised disclosure of, Personal
Information held by QM
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b) the loss of Personal Information held by QM in circumstances where
unauthorised access to, or unauthorised disclosure of, the
information is likely to occur.

QM manages data breaches in accordance with QM436 Data Breach Policy.

6.9 Access and correction of Personal Information

6.9.1
6.9.2

6.9.3

6.9.4

6.9.5

6.9.6

6.9.7

Individuals have the right to access Personal Information held by QM.

QM takes all reasonable steps to ensure the Personal Information held is
current and accurate. If an individual considers the Personal Information held
about them is inaccurate, incomplete, out of date or misleading, they can
request that it is corrected.

In some cases, personal information can be released administratively, that is,
without the need for a formal access application to be made under RTI Act.

To apply for administrative release of Personal Information, individuals can
contact the QM Privacy Officer:

Telephone: +61(7) 3153 3000

Email: rtiprivacy@qgm.qld.gov.au
Post: Privacy Officer
Queensland Museum
PO Box 3300

South Brisbane BC QId 4101

If QM holds Personal Information that cannot be released administratively, an
individual can request access under the RTI Act by:

a) Completing an application online. Select ‘Department of Education’
as the Department/Minister’s Office; or

b) Downloading and completing Right to Information Access
Application Form (Form 1) and returning to the QM Privacy Officer:

Email: rtiprivacy@qgm.qld.gov.au
Post: Privacy Officer
Queensland Museum
PO Box 3300

South Brisbane BC QId 4101

¢) Emailing or mailing the request to the QM Privacy Officer:

Email: rtiprivacy@qgm.qld.gov.au
Post: Privacy Officer
Queensland Museum
PO Box 3300

South Brisbane BC QId 4101

Applicants must provide certified identification with their application
(certification obtained within the last 12 months).

In most instances, QM can give individuals access to their Personal
Information. However, the RTI Act may prevent QM from releasing the
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information if it is exempt or not in the public interest to release. If this is the
case, QM will provide a decision letter explaining why the information cannot
be released.

6.10 Unsolicited Personal Information

6.10.1 If QM receives Unsolicited Personal Information, QM will decide within a
reasonable time whether it could have collected the information if requested.

6.10.2 If QM could have collected the information, QM will handle it in accordance
with section 6.5, 6.6 and 6.7 of this Policy.

6.10.3 If QM could not have collected the information, and it is not publicly available,
QM will promptly destroy or de-identify it.
6.11 Contracted service providers

6.11.1 QM may engage contracted service providers to perform some of its statutory
functions and corporate/administrative requirements.

6.11.2 If the contracted service providers deal with Personal Information as part of
providing these services, QM generally uses a contract to bind them to
comply with QM’s privacy obligations under the IP Act.

6.11.3 If a contracted service provider breaches the IPP or QPPs, individuals may
be able to hold them accountable for the breach.
6.12 Making a privacy complaint about QM

6.12.1 QM maintains a privacy complaints function, coordinated by a designated
Privacy Officer.

6.12.2 Any individual who believes that QM has not handled their Personal
Information in accordance with the IP Act, may make a privacy complaint.

6.12.3 A privacy complaint may be made on behalf of another individual only where:
a) the complainant has been authorised to act on their behalf;
b) the individual is a Child, and the complainant is their parent; or

¢) the individual lacks capacity, and the complainant is their guardian or
holds other legal authority to act for them.

6.12.4 Where a privacy complaint is made on behalf of another individual, QM may
request evidence of the relationship or authority — for example, written
authorisation, proof of guardianship or a birth certificate showing parental
responsibility.

6.12.5 Privacy complaints must be made in writing, and must:

a) include contact details (e.g., an email or postal address) for QM to
provide a response;

b) outline specific concerns, including the action (or inaction) believed
to have breached the QPPs or the IP Act;

¢) provide sufficient information to enable QM to understand the nature
of the complaint, the impact it has had on the individual, and what
outcome is sought; and
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d) include certified identification, such certification to have been
obtained within the last 12 months;

e) be received by QM within 12 months of becoming aware of the
alleged breach.

Privacy complaints can be emailed or mailed to the QM Privacy Officer:

Email: rtiprivacy@qgm.qgld.gov.au
Post: Privacy Officer
Queensland Museum
PO Box 3300

South Brisbane BC Qld 4101

QM will investigate the complaint and provide a response within 45 business
days.

In order to assess and respond to the complaint, it may be necessary to
share details of the complaint, including the complaints identity, with relevant
QM Employees or third parties. Submission of a complaint will be taken as
consent to this disclosure, unless otherwise advised in writing.

6.13 Timeframe for handling a privacy complaint

6.13.1
6.13.2

6.13.3

6.13.4

QM has 45 business days to resolve privacy complaints.

If an Individual is not satisfied with QM’s response to their complaint, they
may refer it to the Privacy Commissioner at the OIC.

Complaints cannot be referred until 45 business days have passed since the
complaint was first made to QM

The OIC does not have an investigative or determination role in privacy
complaints but rather the OIC provides a mediation service to the parties to
the complaint.

6.14 Anonymous or pseudonymous interaction

6.14.1

6.14.2

6.14.3

6.14.4

Individuals may interact with QM anonymously or using a pseudonym — for
example, when making general enquiries through the ‘Ask and Expert’
service, reporting a data breach, or using the ‘Contact’ forms on the QM
website.

Complaints about QM can also be made anonymously or pseudonymously;
however, anonymous or pseudonymous interactions may limit QM’s ability to
investigate or respond fully, especially when identity is needed to address
specific records or follow up on outcomes.

Anonymous or pseudonymous interaction is not possible when QM must
verify identity in order to perform statutory functions or meet legal obligations.

For example:

a) establishing legal ownership of an object or specimen offered for
donation to the State Collection.

b) employment applications.

Version 2.0 2025-06-30 Page 11



QM 301 Queensland Privacy Principles Privacy Policy

¢) lodging privacy complaints
d) requesting access to or correction of Personal Information, or
e) applying for an external review.

6.14.5 In such cases, QM must collect identifying information (e.g., name, contact
details, and relevant details on the matter) to manage it lawfully and
effectively.

7.0 APPLICATION OF THIS POLICY
7.1 This Policy applies to:
a) all QM Employees;
b) QM volunteers, honoraries, students and interns;
C) contractors or consultants representing, or operating on behalf of, QM,;
d) Board members; and
e) anyone who works in any other capacity for QM

7.2 The Privacy Officer monitors compliance with this Policy.

7.3 Instances where non-compliance is identified will include remedial action (such as
training) and may be reported to the CEO.

7.4 Instances of demonstrated non-compliance may result in disciplinary action.

7.5 The Privacy Commissioner may issue a compliance notice to QM for serious or
repeated breaches of the QPPs, requiring specific remedial action. QM will take all
reasonable steps to comply with any such notice in accordance with its legislative
obligations.

8.0 SUPPORT AVAILABLE TO EMPLOYEES, MANAGERS AND SUPERVISORS

8.1 The ‘Privacy’ section of the Intranet provides a range of templates and guides for
dealing with privacy matters.

8.2 The OIC has a range of practical resources and templates available on their website
www.oic.qld.gov.au.

9.0 RECORD KEEPING, STORAGE AND SECURITY

9.1 Personal Information is stored, retained, and disposed of in accordance with the Public
Records Act 2023 (Qld) and QM097 Records and Information Governance Policy.

9.2 QM holds Personal Information securely and takes reasonable steps to protect it from
misuse, interference, loss, unauthorised access, modification or disclosure.

9.3 QM uses secure systems to hold Personal information in accordance with the
requirements of the Queensland Government’s Information and cyber security policy

(1S18).

9.4 Access to Personal Information is restricted to authorised QM Employees only.
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9.5 Where permitted by the Public Records Act 2023 (Qld), QM will destroy or deidentify
Unsolicited Personal Information or Personal Information no longer required for any of
its statutory functions or corporate/administrative activities in accordance with our
obligations under the QPPs if it is lawful and reasonable to do so.

10.0 POLICY BASIS

Information Privacy Act 2009 (Qld)
Human Rights Act 2019 (Qld)
Queensland Museum Act 1970 (Qld)

Right to Information Act (Qld)

11.0 ASSOCIATED DOCUMENTS

QM436 Data Breach Policy
and others as linked throughout this Policy

12.0 CONTROLLED DOCUMENT HISTORY

Version Date Amendment

1.0 2012-06-30 First iteration

1.1 2014-10-20 Updated compliant and review procedures

2.0 2025-06-30 Wholesale review to reflect Information Privacy
and Other Legislation Amendment Act 2023
(Qld)

13.0 AUTHORISATION

Approved by Dr Jim Thompson

Title Chief Executive Officer
Instrument ELT Meeting — July 2025
Approval date 2025-07-08

14.0 MORE INFORMATION

Content Owner Head, Office of the CEO
Office of the CEO
Queensland Museum

15.0 REVIEW PROCESS

This policy will be reviewed at least every three years and at other times if any significant new
information, legislative or organisational change warrants an earlier review.

Once printed this is no longer a controlled document.
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APPENDIX A — SAMPLE COLLECTION NOTICE

QM is collecting your personal information for the purpose of <what>. We will handle your personal
information in accordance with the Information Privacy Act 2009. We may need to give your personal
information to other areas within QM or disclose your personal information to third parties for the
purposes of investigating and responding to your <what>. For more details about how we handle your

personal information, including how you can access or correct the personal information we hold about
you, please refer to our privacy policy.
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